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Click ’*Scan Mow’ to begin scanning for spy software.
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Thank vou for using the only dedicated counter-surveillance product on the market today! SpvReveal 15 a
Surveillance Monitoring spv detector - it does not detect adware! To get started night away, follow this simple tutorial

RN,




Cpen File - Security Warning Lﬁ

Do you want to run this file?

i_'i'| Name: SPYREVEAL SETUP.EXE
=" Publisher: KMCS Computer Software, LLC

Type: Application

From: httpohwww . spyreveal.com

Run |[ Cancel J

potentially ham your computer. Only run software from publishers

' | f' Vihile files from the Intemet can be useful, this file type can
= you trust. What's the sk ?

e e 3 -

You must install and run the product using an administrator account ff using Windows 2000/XP/2003/Vista/etc so that the
product has access to key system areas for scanning. Windows Vista users will experience a couple of secunty warning
dialogs. You must OK the dialogs in order to install and run the product. This does not apply to WinXP or earher
Windows.
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Welcome to the Security Scanner
Setup Wizard

l\l

©

This will install Version 7.0 Release 11 on your computer.

It is recommended that you close all other applications before
continuing.

e

Cliclk; Meat to continue, or Cancel to exit Setup.

lv
Your Personal Surveillance Detective

e

| Nei> | | Cancel

4

b

After vou download the software package_ locate and execute the "SPYEEVEAL SETUP EXE" file to start the mstallation
setup wizard. You will see the screen above. While SpyEeveal does not modifv svstem files, ensure that vou have a
backup and'or a system restore pomt before proceeding. Disk errors, power faihwres, and other unforeseen problems could

result in system errors.

n




15 setup - Security Scanncr I = == o=

License Agreement

Flease read the following important infformation before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

SOFTWARE LICENSE AGREEMENT -

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS =
LICENSE AGREEMENT CAREFULLY BEFORE USING THE SOFTWARE. NINJA
OTTER INCORPORATED AND/OR TS SUBSIDIARIES ("NINJAOTTER"} 15
WILLING TO LICENSE THE SOFTWARE TO YOU AS THE INDIVIDUAL, THE
COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE

SOFTWARE (REFERENCED BELOW AS "YOU OR YOUR"}ONLY ON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE
AGREEMENT. THIS 15 A LEGAL AND ENFORCEAELE CONTRACT BETWEEN
YOU AND NINJAOTTER. BY DOWNLOADING THE SOFTWARE, RUNNING ™

@ | accept the agreement
) | do not accept the agreement

y
You must read and accept the license agreement to continue.
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Information
Please read the following important information before continuing.

When you are ready to continue with Setup, click Next.

PREVENTING INSTALLATION ISSUES: =

The SpyReveal installation itself does NOT maodify any |_
system files or configurations. Any problems which may
arise during the installation of the product are not a direct
result of the product itself, but rather an underlying

problem within your system which may affect any

additional software installations as well. We recommend
that you run Scandisk on Win9x or Chkdsk on 2K/XP and

a registry cleaner such as Microsoft RegClean to fix

system problems before they can cause problems. As -

| <Back || MNea> | [ Cancel

4

Be sure to read this mmportant information before continung.




ﬁ setup - Secunty Scanner.

Select Destination Location
Where should Secunty Scanner be installed?

Setup will install Securty Scanner into the following folder.

To continue, click Measd.  you would like to select a differert folder, click Browse.

CAHSOME FOLDER Browse...

At least 2.7 MB of free disk space is required.

SpyvReveal's default installation folder changes penodically and mayv appear to be strange and mcorrect. NEVER INSTALL
SPYREVEAL TO A FOLDER CALLED "SPYREVEAL". Certain spv programs will notice this and attempt to mterfere
with the scan operation. It is best to accept and take note of the default mnstall folder. If vou choose to uninstall the product.

the files will be removed.

n




%{ ,‘;etup —-Secuﬁf:,-' Scann

Select Start Menu Folder
Where should Setup place the program’s shortcuts?

! Setup will create the program’s shortcuts in the following Stat Menu folder.

To continue, click MNexd. f vou would like to select a different folder, click Browse.

pyHevesl | Browse... |

<Back || MNet> | | Canesl

r
We recommend that vou enter a different name here to further hide the product. Alternatrvely. leave this as is and deselect
the option to create icons m the next step.

-

\
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Select Additional Tasks
Which addtional tasks should be peformed?

Select the additional tasks you would like Setup to pedorm while instaling Securty
Scanner, then click Next.

lcons:
|| Create a desktop icon
|| Create Startt Menuicons

<Back || Ned> | [ Cancel

Deselect these boxes to make SpyReveal more imvisible to other users on vour system .
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Ready to Install
Setup is now ready to begin installing Secunty Scanner on your computer.

Click: Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location: "
CASOME FOLDER

Start Menu folder:
SpyReveal

Additional tasks:
lcons:
Create a desktop icon
Cregte Start Menu icons

<Back || nstal | | Canesl

4

This is the final prompt before mstallation begms. If Vista pops up a warning that the app mayv not have mstalled properly.
select the option "This application installed correctly”.




| Ready to Install

Setup is now ready to begin installing Securty Scanner on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location: #
CASOME FOLDER

Start Menu folder:
SpyReveal

Additional tasks:
lcons:
Create a desktop icon
Create Start Menu icons

<Back || Instal | | Cancsl

F 4
Leave the box selected and SpvReveal will be nin antomatically by the mstaller.

POST INSTALLATION: Be sure to give the EXE files in the mstallation folder permission to access the Intemet in yvour
firewall. otherwise vou will be unable to update the signature database!

b
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— Choosze one of the following:

{3 | would like to order securely with a credit card

{3 | have already paid for this software

—'Welcomel

Thank yvou for downloading the leading
solution for detectinng computer motutonng spy
software,

You may continue by selecting one of the
options above depending on vour sifuation.

Product information and support is available on
our web site. Before ordening, please check for
system compatibility by selecting the first
option above. This will ensure that the product
works wath yvour system after ordenng.

When vou first start the software. vou will see the welcome screen above. Smmply select the option that applies to vour
current situation. The Welcome box will then change to display the appropriate options. The option to test for svstem

compatiblity will give vou a free trial to determine if the product will operate properly on vour system. The trial is intended
as a svstem compatibility test and will not complete a scan.
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— Chooze one of the following:

3 | would like to test for system compatibility
3 Dwould ke to order securely with a credit card

{o3 | have aleady paid for this safbware

— Enter your reqistration details

This software utilizes senal number tracking. Entenng illegal
license data will result in the software malfunchonmg
without notice.

 Full Hame [Caze Sensitive]

“our Mame

- Senal [Enter az $#HHHEE-HHEHER-HERIHEH]
12345-67290-3520)

Submit

After ordening the software, select the option "I have already paid for this software” as above. You can then enter vour
name and serial number as sent i the email after ordering. DO NOT SHARE YOUR CODE WITH ANYONE or vou

risk vour license being disabled!
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File 5can Help

d| | @ g

Cluarantie Wizard E uit

Scan Hesults:

| . corn

‘| 1 | b @‘

Suzpicious Files [double click for more information or to rename): @!

i T | b Q
Status: Ln

mick "Scan How® to j:legin scanning for spy software.

( )
To start the software, use the icon on vour desktop, or if vou did not nstall icons, navigate to where vou mstalled the
software and double click the "RunProgram” icon. Vista users will be prompted with a securnity dialog saving that "Vista
Launcher” needs permission to continue - vou must approve to run the product. When vou first start SpvReveal, vou will be
presented with this screen.

.':‘ — — _—J




a“jSE‘-ElI’Ch Results
File | Scan Help
| 1 Query the Signature Database

2 Update Signature Database

3 Configuration & Scan Wizard

4 Prepare AutoScan Screensaver

5 Save Results of Search As..

& Print Results of Search

Exit

-
- ” |

Suzpicious Files [double click for more information or to rename):

1 |

Status:

ﬁick "Scan Now’ to begin scanning for spy software.

-

When vou click the File menu vou can access the Querv Database (1) option, Update Signature Database (2). the
Configuration & Scan Wizard (3). and Prepare AutoScan Screensaver (4). Options (3) and (6) do what they say and allow
vou to keep a copy of the results for future reference. Each of these are described in more detail later.

\




Cusy St Do S

Enter the name of a spy program you've heard about and want to 2ee it can be detected.

[f & program 1z niot found in the databaze, please chck "Repart a Spy' to zend us a report for
examination. Be sure to include the download location for the product in your meszage.

Mame of Spy Program
|7| | Lery ]

Report a Spy 1 Dore

This is the Query Database dialog accessed via option (1) under File. This allows vou to determine whether a spy program
vou heard about can be detected. and if not. to easily report the new program to us. When Querving the signature
database_ be careful to spell the spy program's name accurately and in the same way the manufacturer does. For example,
enter just "Spy Program” instead of "Company's Spv Program v1.0",




' Signature & Program Updater F [E=CCET X

—

— Status
|The zpy databage iz already up to date. | F

—Latest News

Technical Support: Please send your message to "technicalATspyrevezllOTcom™
ireplace AT and DOT with @ and .) and we will asgist you as soon 25 possikble.
The latest wersions of our products hawve this new address embedded in the help
system. We greatly epprecliate your understanding and loock forwaerd to serving
Yyou .

m

SUBSCEIFTIONS AND UPDATES

SpyBeveal is a lifetime subscription!! A1l customers using the SpyCop branded
vergion of this product may migrate to SpyBRewveal free of charge, and will
never be charged for updates again. Your existing licenses will continue to
operate on the new product.

HELPFUL INFORMATIOM

Start Llpdate

4

This i1s the database update dialog. We HIGHLY recommend that vou update vour database before running a scan to
ensure that vou have the most up to date database on vour machine. The process takes onlv a minute or so even on a 28 8
modem. The statistics section will be revised after an update is completed. The Latest News section will let vou know of
important product updates and surveillance threats.

n




Configuration Wizard

1

©

ve

N L
'-;
Your Personal Surveillance Detective

2

Ta continue, click Nest.

< Back

[t

Welcome to the scan configuration wizard.  Thiz wizard wil
guide pou through the options available to enzure that pour
spztem 1z scanned for monitonng products thoroughly.

Cancel J

Clicking the Wizard button will display this screen. The wizard will smde vou through each confisuration options. The
wizard contains options to select the drives/partitions to scan. enable fast maintenance scannmng, password protect the
program, sidlently send scan results via email and avtomatically update. Each of these options is described in detail inside the

wizard and so is not inchided here.

n




| File [Scan| Help |
| 1 Start Complate System Scan I — |

2 Scan a Single File @ c

3 5can a Single Folder -

4 Activate Super Stealth Mode Exit a

3 About the Selected Spy Program ti

’

& Add suspect files to ZIP archive e

7 Remove files from user ignore list m

8 Access Renamed Spy Vault : @1
1'—' }
Suszpicious Files [double click for more information or to rename): @:!
- | 2

115" ." _ﬂ.

.

The scan mem contains the various scanning options available in SpvReveal Start Complete System Scan (1) does the
same thing as clicking Scan Now in the mam interface. Scan a Single File (2) allows vou to scan one file that vou are
suspicious of. Scan a Single Folder (3) allows vou to scan an entire program folder on vour svstem. Lastly, Activate Super
Stealth mode (4) will temporanty revert vour system to the way it was before any programs were mstalled. Option (5) does
the same thing as the Quarantine button in the main mterface. Add Suspect Files to ZIP archive (6) allows vou to easily
package up the files detected during a scan so that vou can email them to us for confirmation. Remowve files from user ignore
hist (7) allows vou to remove files that vou optionally set the scanner to ignore inside the quarantine dialog. Access Renamed
Spy Vault (8) allows vou to easily restore a file after a rename operation.




: HDpEﬂ

{- ;f“ « Wndnm:sMedraPla],rih 3 ! ! .

‘ Organze = 223 Views ~ B Mew Folder

Favnite Links . Mame Date modified Type Size o
L oen-Us
| Icons
(& Computer - _
. Network Sharing
E| Documents :
L Skins
E Pictures - Visualizations
@ Music [0 setup_wm.exe
|-£E HECEHH}" ChﬂﬂgEd F_"]wmlaunch.exe =
E Searches wmpcunﬁg.e:-:e
\) Public = wmpenc.exe
?wm layer.exe
[lwmplaye
E]wmpnemk.e:{e
Ih"wmpnscfg.ﬂ-:e
= | wmprph.exe
PP L8
P A wmpshare.e:{e |
[y Ty —
File name: wmplayer.exe hd |E'=.’.Eﬁg5 -v|

-

When vou select option (2) under the scan menu. vou are presented with the standard Windows browse for file dialog. Use
this to navigate to the program file that vou would like to scan and click ok to begin scanning that file. Select the tvpe of file
in the bottom combo box to show etther EXEs. DLLs. VXDs or 5YS files.




Browse for Folder S|

Choose folder to scan:

L L. Windows Calendar -
. Windows Collaboration

+ ., Windows Defender
. Windows Journal

o4 Windows Mail
. Windows Media Plavyer

w0 Windows NT '
. Windows Photo Gallery ‘ ‘

m

4y Windows Sidebar
., ProgramData
. SoftTest -

When vou select option (3) under the scan memu. vou are presented with the standard Windows browse for folder dialog.
Use this to navigate to the program folder that vou would like to scan and click ok to begin scanmng that program. You can
also select a drive and that entire drive will be scanned. Use this option if vou see a suspicious folder on vour drmve and vou

want to be sure that it is not a spyv program.




{ %ot Compiote Srctem boan ———— |
2 5can a Single File '
3 5can a Single Folder

4 #ctwat&ﬁ;per Stealth Mode E it

= 5 About the Selected Spy Program
b Add suspect files to ZIP archive

1 Remove files from user ignore list

8 Access Renamed 5Spy Vault

i
1

Suzpicious Files [double click for more information or to rename]; @i

i | ] | ¥ Q.

Status: La

mick "Scan Now’ to begin scanning for spy software.

Accessed by selecting option (4) under Scan, Super STEALTH mode will temporanly revert vour system to a "clean slate”
by closing anv programs not shipped with Windows. This option does not work on all systems - if this option does not

work on vour system, vou can get the same effect by scanning in Windows Safe Mode. NOTE: This option is not available
to Vista users due to advanced Windows secunty.

-

\




MoeachResuts S =l
‘ File Scan |Help |

1 Read the User's Guide

-ﬂi i 2 Frequently Asked Cluestions ;
| 3 Contact Techmical Support b
Scan Mo t a
4 Suggest a New Feature or Testimony |
Seanie 5 Recommend to a Friend L
’
& Reset Registration Data e
D
T About
4 | T | 3 @!

Suspicious Files [double click for more information or to rename): @1

4 | [} | b Q.

The Help memn allows vou to obtam additional information on SpvReveal Read the User's Gude (1) will bring vou to this
page mn your default browser. Frequently Asked Questions (2) is a large document contammng information n Q&A form.
Options 3 and 4 allow vou to communicate with us via email. Option (3) allows vou to easily point a friend to the
SpyReveal web site. Reset Registration Data (6) will cause the program to revert back to the trial version. Lastly, About (7)
will display program version information, database date and vour license mformation.
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# Search Results =

=i —

| File Scan Help
I

Binimize

AE1E

Fause Ouarantine | |} wizard i

Scan Mow

Scan Hesults:

| . coirin

4 | L] | b @1

Suzpiciousz Files [double click for more information or to rename]: QJ

4 | n | 3 @.

Status: in

ﬁ-i_ic:k "Scan Now’ to begin scanning for spy software.

Keep in mind that if vou are doing a full system scan. vou do NOT have to sit there and watch SpvBeveal nm! As
SpyReveal is a very thorough program, the scan may take a while on a slow or loaded system. Click the minimize button as
shown above to have SpyReveal sit m vour task bar. While mintmized. SpvReveal switches itself to low priority meaning
that vour other programs will not be affected. You can continue to do word processing, net surfing or game plaving without
a significant impact on performance.

N




File: 5can  Help

Q% a@ ¥ @

Scan Maow Pauze Lluarantine Wizard Eait

Scan Results:

007 Stealth Actaty Moritor
007 Stealth Actrnty Monttor

4| i i b

Suszpicious Files [double click for more information or to rename]):

CAWIndowshantdfis am exe
CAWmdowshantdfsamctrl exe

4| T i b

Status:

Scan has been completed. Results are above.

P

After a scan completes, hopefully vou will see nothing listed in the results section. and the status line will indicate vour svstem
is free of spv software. However, if a spy program is detected. vou may see a screen smmilar to the one shown above. The
top hst under Scan Results tells vou the name of the spv,. and the bottom one pomts out the suspicious file. The lists are
linked. meaming that f multiple spies are found and vou chick a line in either kist. the other one will move to the corresponding
entry. To get more information on a spv program or to disable it. select the spv from the list and then click Quarantine which
has the vellow question mark on it




— File Information

|I::"J-.-'u-’indnws'xgntu:lf"usam.e:-:e
|Insta|| Date: 03/071/2003
|Insta|| Time: 2:53 FM

|Fi|e Size: 45,056 bytes

— Filez to be Benamed and Quarantined
cwaindowezhgntdfeam, exe

+ | I b

|Eli|::k ‘Rename' to dizable the zpy or 'Googlel’ ta zearch for more information. |

Google! I Elipbnardl Rename I |gnore I Go Back

After selecting a detected spy program m the hist, the Quarantine button becomes avalable. Chcking Quarantine presents
vou with this dialoz. Here vou can see when the file was installed. and its size. Clhick the Rename button to rename the file
bv appending a SPY extension to it and add it to the vanlt. This will effectively disable *most® spy programs because they
can no longer find a crucial operating file. You should restart vour svstem after a rename operation and rescan to ensure that
the file is no longer active. Click Chpboard to copy the displayed information to the clipboard. Click Google to do a quick
Google search on the spy program. Google enables vou to find out where the spv program can be obtained and the
mamifacturers web site from which vou can contact them and ask for proper removal mstructions. Ignore allows vou to tell
the scanner to skip the file in the future. This is useful for certamn false alarms and in the case that vou have a program to
momitor vour children_ etc.




007 Stealth Activity Monitor

— File Information

||::“-.Windu:nwﬂgntdf“-.ﬂam.e:-:e
Install Date: 03/01/2009
Install Time: 2:53 PM

|Fi|e Size: 45,056 bytes

— Files to be Benamed and Quarantined

4 | mn | B

||:Ii-:k ‘Hename' to dizable the zpy or Google!' to zearch for mare information. |

Googlel ] Eliphnardl Rename ] |griare l GoBack

b

IMPORTANT: If a spv program is detected, Click File. Save Eesults and save them mto a text file on vour desktop. Next,
use the "ZIP Files" option under the scan mem to archive the files together. Start a new email message to our support
department and paste the contents of the results TXT file into the message with subject "Please Confirm” and attach the ZIP
file. We will then be able to confirm the detection and assist with removal or let vou know that it's a false positive.




Filez can be added to thiz list when they are detected and pou click ‘lgnore’ inside the quarantine dialog.
To remove fles from the hzt, double click it flename.

k. Cancel

4

b

The 1gnore list. accessible via the Scan menu, enables vou to remove files that vou have previous marked to 1gnore within the

Quarantine dialog. To remove a file, simply double click its name within the dialog and it will be removed. Click OK to
save the new list.

n
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| These are the files that have been determined to be part of a zpy program and have been renamed.
Select afilename and click 'Restore’ bo rename it back to itz onginal filename, thus reverzing the
changes: made to pour spztem. Othepaize, double click the filename ta remove it from the wault.

Restare | Q. Lancel

The Spy Vault is accessible via the scan menu and permits vou to restore a previously renamed spy file. This is useful should
vour system become unstable after a rename operation or if vou need to re-engage the spy to remove suspicion that vou
know about it. To restore a file, select it m the hist and click the Restore button. You should restart after a restore operation

to allow the file to load. Otherwise. double click the line to remove it from the list.

n




% Search Besults. AE e ——
ile | Scan Help

1 Query the Signature Database
2 Update Signature Database

3 Configuration & Scan Wizard

4 Prepare AutoScan Screensaver

5
& Print Results of Search

e Results of Search As...

Exit

TIrT:

Covmdows antdfsam exe

CAwWndows\antdfisamctrl exe

1|y

Status:

Bcan has been completed. Results are ahove.

r

N
Lastly_ ff a spv program is found during a complete svstem scan or a folder scan_ options (3) and (6) will become active in

the File Menu. Save Results (5) will allow vou to save the kst of programs and suspicious files found to a text file. Prnt
Eesults (6) will send a copy of the results to your default printer.
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Ensuring Your System is Completely Scanned

-Ensure that you are running SpyReveal as an administrator. This is important so that the scan engine has access to critical
svstem areas.

-Update vour database wia File, Update Database each time vou scan. We update frequently. adding new threats,
correcting false positives and mproving the scan engine.

-It is important that you ensure maintenance scan mode is not enabled in the SpyvReveal wizard and do a complete scan from
time to time. Maintenance mode is for quick checks only and may not find all spv software.

-5can in Windows safe mode with command prompt. Your other security programs may mterfere with the scan and this for
the most part keeps them from loading. To rmn a safe mode scan. restart and press FE. When the Windows boot mem
appears, select the "Safe Mode with Command Prompt" option. When vou get the C:\> prompt, enter the command
appropriate to vour OS5, <ENTEE> means press the enter key:

Windows Vista: C'RunSC <ENTER>

Other Windows C/WINDOWS'RunSC <ENTER>




Command Line Parameters:

You can pass parameters to automate the scanning process from the command line. This is useful for antomatically scanning
many machines on a LAN or scheduling scans.

Svatax: {file with binoculars icon} .exe [parameter]

/SCAN: Automatically start scanning as soon as the program loads.

UPDATE: Update the spv database and then exit.

/SCANEXIT: Start the program, scan and then exit. Results are saved in the program folder as SCANRESULTS. TXT
/AUTOSAVE: Automatically logs the results of each scan to SCANFESULTS TXT

/SCANHIDDEN: Scan the system silently - if a password is set it will not be required. Results are saved in the program
folder as SCANRESULTS.TXT

/NOPOPUPS: Can be used with other parameters to prevent any error or status messages from popping up during a scan.
Intended for use with /SCANHIDDEN or /SCANEXIT.




Scheduling Periodic Scans:

Bv using the built in Windows Task Scheduler, vou can have SpyBeveal scan at periodic mtervals whenever you want. An
easy to follow tutorial is available:

Additional Notes:

-Be sure to peniodically nun SpyReveal m Windows Safe mode and do a complete scan. This helps to ensure that key
system areas can be thoroughly checked. You can also scan in Safe Mode Command Prompt only. To Start SpyvReveal in
this mode_ type RunSC at the command prompt.

-You can drag & drop files and folders from Windows Explorer onto the Scan Now button to scan them.

-The Scan Folders option will scan only 75% of the files in trial mode..

-Select File, Print in vour browser to print a hard copv of this manual




Visit the Frequently Asked Questions section

Download a PDF version of this tatonal for

Visit the products sechon of our web site to

Download the latest version, free.

-
That's t! We recommend that vou visit the FAQ) for additional troubleshooting details. The orange buttons above will open
the associated page in a new browser Window.

-
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